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Purchase Order Terms 

1. TERMS AND CONDITIONS: These terms and conditions control the purchase of goods, software, and services
set forth in this Purchase Order ("Order") and constitute the full and complete agreement between Newfold 
Digital, Inc. or its designated affiliate(s) (“Buyer”) and Seller    with respect thereto except as set forth in Section
20 below. Any prior offer made by Seller to Buyer regarding the subject matter hereof is rejected. These Terms 
and Conditions may not be waived or modified except in writing by Buyer. 

2. ACKNOWLEDGMENT AND ACCEPTANCE: The issuance of this Order to Seller constitutes an offer expressly 
limited to the terms contained herein. Seller's acceptance is expressly made conditional on assent to the terms 
hereof. Any addition, change or deletion in these terms by Seller in Seller's acknowledgment form or otherwise
communicated to Buyer shall be deemed a material alteration and is expressly objected to and rejected by Buyer.
Buyer reserves the right to revoke this offer at any time prior to acceptance, which acceptance shall take place 
only by (i) the return of an executed and unmodified copy of this Order, or (ii) Seller's delivery of conforming 
goods to Buyer and Buyer's acceptance thereof. Unless Seller accepts this offer within twenty (20) days of issue, 
Buyer reserves the right to revoke this offer and/or reject any acceptance by Seller. 

3. TECHNICAL INFORMATION AND EQUIPMENT: All technical specifications, drawings, notes, instructions or 
information referred to on the face of this Order or contained in attachments or exhibits hereto are deemed to 
be incorporated by reference. Seller expressly acknowledges that it has received and read said referenced 
information. All such materials, together with all tools, equipment and parts furnished by Buyer, shall remain the 
property of Buyer and shall be used only for work performed for Buyer. Seller, at Buyer's request, shall return to 
Buyer (i) all written materials delivered to Seller, (ii) any copies thereof, (iii) all written materials generated by 
Seller pursuant to the performance of this Order, and (iv) all tools, equipment and parts furnished by Buyer. 

4. PRICE AND DELIVERY: Seller shall furnish the goods or services in accordance with the price and delivery terms 
stated herein. TIME AND RATE OF DELIVERY ARE OF THE ESSENCE. Unless otherwise stated, the price terms 
contained herein include all costs or charges of any kind that will be paid by Buyer, and Buyer shall not be liable 
for any other costs or charges, all of which shall be borne by Seller, including, without limitation, charges for 
inspection, packaging, and shipping; all federal, state and municipal sales, use and excise taxes and any
customs duties. Buyer may return or store at Seller's expense any goods delivered more than one (1) week in 
advance of the delivery date. Seller warrants that the prices charged for goods or services covered by this Order 
will be as low as the lowest prices charged by Seller to customers purchasing goods or services of like kind and
quality. Seller shall notify Buyer immediately at such time as Seller has knowledge of any impending material
shortage, governmental regulation, labor dispute or other event or impediment that could result in a delay in
the delivery. 

5. PACKAGING AND SHIPPING: Seller shall be responsible for packaging, marking, and shipping the goods in
accordance with the terms hereof, good commercial practices, and all applicable laws. Each package shall be 
marked with handling instructions, shipping information, Order number, and part or item number. An
itemized       packing list shall accompany each shipment. Buyer reserves the right to reject any shipment not 
meeting these                                  requirements. 

6. F.O.B., RISK OF LOSS: F.O.B. point shall be Buyer's location unless otherwise stated in writing by Buyer. 
Notwithstanding any prior inspection and F.O.B. point, Seller shall bear all risk of loss until final inspection and 
acceptance of the goods by Buyer at Buyer's location. Seller shall also bear all risk of loss with respect to any 
goods rejected by Buyer. 

7. PAYMENT: Seller shall issue invoices only upon delivery of the goods or completion of services ordered by Buyer 
hereunder. Unless different payment terms are specified on the face hereof, Buyer shall issue payment within 
ninety (90) days of its receipt of correct and conforming Seller invoice. Payment by Buyer is contingent upon 
delivery by Seller of conforming goods or satisfactory completion of services. Payment made for rejected goods 
or services shall be refunded by Seller to Buyer within five business days of Buyer's request or, at Buyer's option, 
deducted from any other payments then or thereafter due to Seller from Buyer. In no event shall Buyer be 
obligated                 to pay interest or penalties on any amounts due. Any attempt by Seller to create a security interest in 
goods delivered hereunder in its favor is expressly rejected by Buyer and shall be without effect. 
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8. SET-OFFS: Buyer shall have the right at any time to set off any amount owing from Seller to Buyer, or Buyer's 
subsidiaries, against any amount due and owing to Seller or any of Seller's subsidiaries, pursuant to this Order or 
any other contractual agreement between Buyer and Seller or their respective subsidiaries or affiliates. 

9. INSPECTION: Seller shall inspect all goods prior to shipment to Buyer. Nonconforming goods may be rejected by 
Buyer and returned to Seller at Seller's risk and expense for credit, rebate of paid purchase price, or replacement, 
at Buyer's option. Payment before inspection shall not be deemed acceptance of nonconforming goods or 
services. 

10. WARRANTY: SELLER'S DELIVERY OF GOODS AND PERFORMANCE OF SERVICES HEREUNDER SHALL CONSTITUTE A 
WARRANTY AT SUCH TIME: (1) THAT ALL GOODS ARE FREE FROM DEFECTS IN DESIGN, MATERIAL, AND IN 
WORKMANSHIP; (2) THAT ALL SERVICES ARE PERFORMED IN A GOOD AND WORKMANLIKE MANNER; (3) THAT 
SELLER HAS GOOD TITLE TO THE GOODS AND HAS CONVEYED SUCH TITLE TO BUYER FREE AND CLEAR OF ALL 
LIENS, CHARGES AND ENCUMBRANCES; (4) THAT THE GOODS OR SERVICES CONFORM TO APPLICABLE 
SPECIFICATIONS, DRAWINGS, SAMPLES, OR OTHER DESCRIPTIONS REFERENCED HEREIN; AND (5)  THAT THE
GOODS ARE MERCHANTABLE AND FIT FOR THE PURPOSES INTENDED . Seller acknowledges that Buyer has
previously disclosed to Seller the purposes for which the goods are intended, and that Buyer is relying on Seller 
to furnish suitable goods. All warranties shall survive any inspection, delivery, acceptance, payment, expiration, 
or earlier termination of this Order, and such warranties shall run to Buyer, its successors, assigns, customers, or 
users of its   products. 

11. SELLER'S ATTEMPTED LIMITATION OF LIABILITY: Any attempt by Seller to disclaim any theory or grounds upon
which Buyer, or successive purchasers of the goods and services covered hereby (collectively, the "Purchasers"), 
might recover against Seller is expressly rejected and is ineffective. Any attempt by Seller to limit its liability by
means of a "Force Majeure" or similar argument or term is expressly rejected and is ineffective. Any attempt by 
Seller to disclaim any kind or class of damages that the Purchasers might recover against Seller is expressly 
rejected and is ineffective. Any attempt by Seller to establish by contract time limitations periods within which
the Purchasers are obligated to assert claims against Seller is expressly rejected and is ineffective. Buyer and any    
successive purchasers of the goods and services covered hereby retain and shall be entitled to assert all rights
and claims available to them at law or equity against Seller with respect to the transactions subject to this Order. 

12. INDEMNIFICATION: Seller shall indemnify, defend and hold Buyer, its affiliates and licensees, and their respective 
directors, officers, employees and agents (as applicable, the "Indemnitees"), harmless from and against any and 
all demands, claims, losses, and liabilities of whatever kind or nature, including attorneys' fees and costs, 
asserted against or suffered by an Indemnitee by reason of, arising out of, or in any way related to, in whole or in 
part, the goods and services covered by this Order, the preparation, processing, manufacture, construction, 
completion, delivery and/or use thereof, or Seller's acts, omissions, or negligence. Without limitation, such 
obligation to indemnify shall exist with respect to claims and demands relating to accidents, occurrences,
injuries,  or losses, including, without limitation, injuries to persons or property and economic losses, by reason
of, arising out of, or in any way related to, in whole or in part, the goods and services covered by this Order or
the preparation, processing, manufacture, construction, completion, delivery, and/or use thereof. Without
limitation,                    such obligation to indemnify shall exist with respect to claims and demands that (1) any goods, (2) any 
part of such goods, or (3) any combination of such goods, other hardware, and/or other software wherein such 
infringement would not occur but for such goods being a part of such combination, infringes on any patent, 
trademark, copyright, trade secret, or other intellectual property right, foreign or domestic. If, as the result of an 
action as set forth above, the sale or use of any goods, or part thereof, is enjoined by court order, Seller shall, at 
its expense, (a) procure for Buyer the right to continue selling and/or using the goods, (b) replace or modify the 
goods with functionally-equivalent, non-infringing goods (subject to Buyer's approval and satisfaction), or (c) 
return the purchase price of each unit of goods in Buyer's inventory that Buyer is unable to ship due to the 
injunction. The indemnity set forth in this paragraph shall apply notwithstanding that the goods sold hereunder 
may have been produced by Seller in compliance with specifications furnished by Buyer unless the goods cannot 
be furnished in accordance with the specifications without infringing the intellectual property as asserted in the 
action. Buyer does not have any obligation to hold Seller harmless from any claim against Seller, its directors, 
officers, employees, or agents, arising out of compliance with Buyer's specifications.  During the term of this
Agreement, and for three years thereafter, Seller shall maintain, at its own expense, comprehensive general
liability insurance in an amount not less than $2,000,000 per occurrence (combined single limit), professional
liability insurance for errors and omissions, and workers' compensation coverage as required by applicable law.
Such insurance coverage shall provide coverage for liabilities or claims for damages resulting from goods or
services sold, performed, or used hereunder.

13. CANCELLATION: Unless otherwise provided, Buyer may cancel this Order in whole or in part upon notice at any 
time before scheduled shipping date. Notwithstanding any provision to the contrary and in addition to any other 
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remedy, Buyer may cancel this Order in whole or in part upon notice in the event that: (1) Seller fails to make 
delivery at the time provided; (2) Seller fails to comply with any other term or condition of this Order or any 
other outstanding Order from Buyer within ten (10) days of demand thereof; (3) a receiver or other similar officer 
is appointed over any or all of Seller's property or assets; (4) Seller files a voluntary petition in bankruptcy, or an 
involuntary petition in bankruptcy is filed against Seller; (5) Seller merges with or is acquired by a third party; or 
(6) Seller assigns, delegates or subcontracts this Order or any of its rights or obligations hereunder without the 
prior written consent of Buyer. Upon Buyer's cancellation, Seller shall deliver to Buyer such work in process or
completed goods as Buyer may request. Buyer shall have no liability to Seller beyond payment of any balance 
owing for goods or services delivered to and accepted by Buyer prior to Seller's receipt of the notice of 
termination, and for work in process and completed goods requested by, delivered to, and accepted by, Buyer
after Seller's receipt of notice of termination. In no event shall Buyer be liable for consequential or incidental 
damages. Any attempt by Seller to take an action listed in section (6) hereof shall be void and of no force or 
effect. 

14. CONFIDENTIAL INFORMATION AND ADVERTISING: Without prior written consent of Buyer, Seller shall neither 
disclose to any person outside its employ, and only to employees bound by a written agreement that includes
restrictions on the use and disclosure of confidential information that are substantially as protective of the
Confidential Information as those set forth in this Agreement, nor use for purposes other than performance of
this Order, any Confidential Information, including but not limited to any information pertaining to the 
existence or terms of this Order including, but not limited to, the identity, price, or volume of the goods or
services purchased hereunder, and the drawings, blueprints, descriptions, or specifications that are part of or
related to this Order. Seller agrees that Buyer shall be entitled to enforce this section against Seller by means of 
injunctive relief without the necessity of proving irreparable harm.  For purposes of this Order, “Confidential
Information” means all non-public information of either party or its customers, licensors, licensees, vendors or
business partners, regardless of the media or manner in which it is stored or conveyed to the receiving party,
that relates to the business of the disclosing party or its customers, licensors, licensees, vendors, or business 
partners, that (a) if disclosed in writing, is marked “confidential” or “proprietary” at the time of such disclosure;
(b) if disclosed orally, is identified as “confidential” or “proprietary” at the time of such disclosure; or (c) which
would under the circumstances appear to a reasonable business person to be confidential or proprietary.
Confidential Information includes, without limitation, (i) information relating to a party’s relationships with its
customers, technology, intellectual property, computer software (both source code and object code),
customers, business plans, product plans, promotional and marketing activities, finances, and other business
affairs, (ii) the nature, content and existence of this Agreement, (iii) third party information that a party is
obligated to keep confidential that would otherwise fall within the definition of Confidential Information, and
(iv) information disclosed to the receiving party by the disclosing party’s affiliates, representatives, agents, and
contractors that would otherwise fall within the definition of Confidential Information.  Confidential Information 
does not include information that the receiving party can show by competent proof (w) was generally known to
the relevant public at the time of disclosure, or became generally known after disclosure to the receiving party
without breach of this Agreement; (x) was lawfully received by the receiving party from a third party who was
not under such restrictions; (y) was known to the receiving party without such restrictions prior to its receipt
from the disclosing party; or (z) was independently developed by the receiving party as demonstrated by the
written records of the receiving party without access, or reference, to any Confidential Information. 

15. TECHNOLOGY RIGHTS: Seller hereby assigns to Buyer all right, title, and interest in all inventions, trade secrets,
patents, mask works, copyrights, trademarks, and other intellectual property developed by Seller pursuant to 
this  Order. Seller shall provide Buyer any assistance required to perfect such rights, including any documents 
reasonably requested by Buyer. 

16. LICENSE FOR ALL PURPOSES: In addition to any other licenses, express or implied, in favor of Buyer, Seller's 
delivery of goods, software or services under this Order confers upon Buyer a license under any intellectual 
property rights of Seller to use the goods, software, or services for all purposes, whether by combining such 
goods with any other product available to Buyer (including products purchased from Seller) or otherwise, and to
sell the   same. 

17. DUTY DRAWBACK: Upon request of Buyer, Seller shall cooperate with Buyer in seeking any duty drawback
available to Buyer in connection with export by Buyer of goods (1) imported by Seller and provided to Buyer
under this Order, or (2) incorporating or manufactured by Buyer from such goods. Without limitation, Seller shall 
(1) provide all the information on the imported goods necessary to complete the drawback claims to be filed by 
Buyer, including the U.S. Customs Service entry numbers, dates of entry, quantities and description of goods, 
customs values, and rates and amounts of customs duties paid by Seller, and (2) execute applicable certificates of 
delivery and other documents as are necessary in connection with Buyer's drawback claims. 

18. COMPLIANCE WITH LAWS: Seller warrants that in performance of this Order it has complied with or will comply 
with all applicable federal, state, and local laws and ordinances including, but not limited to, the Occupational 
Safety and Health Act, the Fair Labor Standards Act, as amended, and Executive Order 11246, as amended, ) the 
United States Foreign Corrupt Practices Act 1977, and, regulations issued by the U.S. Office of Foreign Assets
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Control (“OFAC”), and that neither Seller nor any of Seller’s partners or affiliates is a “Specially Designated 
National,” as designated by OFAC. In addition, Seller shall secure and maintain adequate workers' 
compensation coverage. Upon request, Seller shall certify compliance with any laws or regulations deemed 
applicable by Buyer. To the extent required by applicable data protection laws and regulations, and if to the 
extent Seller, as part of its services hereunder will be Processing Personal Data for which Buyer would be 
considered data Controller, the Data Processing Agreement found at: 
https://assets.web.com/legal/English/DataPrivacyAgreement.pdf shall form part of this Agreement. For 
the avoidance of doubt, capitalized terms within this Section 9.2 shall be defined in a manner consistent 
with Article 4 of the General Data Protection Regulation.

19. GOVERNMENT CONTRACTS: Seller warrants that in the performance of this Order it has complied with or will
comply with all Federal Acquisition Regulations or their counterpart for other governmental agencies that are
applicable to the goods or services purchased hereunder. Seller warrants that it shall, as a minimum, comply with 
each of the following clauses at all times during its performance of this Order: (a) the Federal Acquisition 
Regulation ("FAR") clause 52.222-26, "Equal Opportunity" (E.O. 11246); (b) FAR clause 52.222-35, "Affirmative 
Action for Special Disabled and Vietnam Era Veterans (38 U.S.C. § 4212(a)); (c) FAR clause 52.222-36, "Affirmative 
Action for Handicapped Workers" (29 U.S.C. § 793); (d) FAR clause 52.219-8, "Utilization of Small, Small
Disadvantaged, and Women-Owned Small Business Concerns;" and (e) FAR clause 52.219-9, "Small, Small
Disadvantaged, and Women-Owned Small Business Subcontracting Plan." Upon request, Seller shall certify
compliance with any of such laws or regulations deemed applicable by Buyer. 

20. RELATIONSHIP TO OTHER AGREEMENTS: Notwithstanding anything else contained herein, the terms hereof may 
be subject to a written agreement between Buyer and Seller which is signed by each of them and expressly 
provides that the terms of any particular invoice, acknowledgment, Order, or transaction shall be subject to the
terms of such agreement.  In the event of a conflict between this Order and such agreement, the terms of such
agreement shall control.

21. RELATIONSHIP BETWEEN PARTIES: The transaction entered into between the parties pursuant to this Order does 
not create any partnership, joint venture, or agency between the Parties, and nothing in this Order shall be
construed as creating any such relationship. 

22. CONSENT TO JURISDICTION AND APPLICABLE LAW: No claim or dispute arising under or related to this Order 
may be commenced, presented or continued in any court other than the federal and state courts located in the
County of Duval, Florida, which courts shall have exclusive jurisdiction over the adjudication of such matters, and 
the parties consent to the jurisdiction of such courts and personal service. This Order is governed by the laws of
the State of Florida without regard to its conflict of laws provisions.
Notwithstanding the foregoing, the consent above shall not apply and shall be replaced with the following
applicable consent if the Buyer is one of the following affiliates:
(1) Dreamscape Networks International Pte. Ltd.: the courts of Singapore shall have exclusive jurisdiction over

the adjudication of such matters, and the parties consent to the jurisdiction of such courts and personal
service.  This Order is governed by the laws of Singapore.

(2) Digital Pacific Group Pty Ltd: the courts of Australia shall have exclusive jurisdiction over the adjudication of
such matters, and the parties consent to the jurisdiction of such courts and personal service.  This Order is
governed by the laws of Australia. 

(3) Endurance International Group (India) Private Limited: the courts in Mumbai, India shall have exclusive
jurisdiction over the adjudication of such matters, and the parties consent to the jurisdiction of such courts
and personal service.  This Order is governed by the laws of India. 

(4) Touch Local Limited or Enable Media Limited: the courts of the United Kingdom shall have exclusive
jurisdiction over the adjudication of such matters, and the parties consent to the jurisdiction of such courts
and personal service.  This Order is governed by the laws of the United Kingdom.

23. NOTICES: All notices shall be in writing and delivered either by hand, certified mail, return receipt requested or 
recognized overnight delivery service to the addresses set forth herein, or email with confirmation of receipt.
For any email notice sent to Buyer, a copy must be sent to legal@web.com. Notice shall be deemed to have
been given upon receipt if delivered               by hand; upon receipt if given by email to the address set forth herein, but
only if such receipt is confirmed by written confirmation of the recipient; and upon expiration of seven (7) days 
after mailing, if given by certified mail. 

24. REMEDIES: Rights and remedies provided to Buyer herein shall be in addition to, and not exclusive of, any other
rights or remedies that Buyer may have at law or equity. Failure by either party to enforce any term will not be 
deemed a waiver of future enforcement of that or any other term. The terms and conditions stated herein are 
severable. If any clause herein shall be held unenforceable by any court of competent jurisdiction, such clause 
shall be deemed reduced in scope to the maximum extent enforceable, and all other clauses herein shall remain 
binding on the parties. 

25. TITLES: The section titles herein are used for reference purposes only and shall not be referred to or relied upon
in interpreting the meaning of the language contained in such section. 
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26. AUDIT COMPLIANCE: If Buyer purchases more than $100,000 of Seller's services in any twelve month period, for 

the purpose of facilitating Buyer's compliance with its own internal audit requirements, upon Buyer's request, 
Seller agrees either to (i) allow Buyer's representatives to review and audit Seller's internal controls, to the extent 
applicable to the goods or services purchased by Buyer from Seller, or (ii) provide Buyer with a Type II report of 
Seller's external auditors consistent with SAS 70 sufficient to provide Buyer with reasonable comfort as to the 
effectiveness of Seller's internal controls (to the extent applicable to the goods or services purchased by Buyer 
from Seller).   



DATA PROCESSING ADDENDUM  

 

Last updated November 10, 2021 

This Data Processing Addendum (the “Addendum”) supplements and forms part of the Master Services 

Agreement, Statement of Work(s) and all other agreements governing the Services (collectively referred to 
as the “MSA”) entered into by Newfold Digital, Inc. and/or its Affiliates (“Buyer” or “Data Controller”) 

and Supplier (“Supplier” or “Data Processor”). Unless otherwise defined in this Addendum, all 

capitalized terms not defined in the Addendum will have the meanings given to them in the MSA. 

This Addendum is put in place to ensure that Supplier, as Data Processor, Processes the Personal Data of 

the Buyer, as Data Controller, according to the Buyer’s instructions and in compliance with Applicable 

Data Protection Laws.  

The parties to this Addendum hereby agree to be bound by the terms and conditions as applicable with 

effect from 25 May 2018 or the effective date of the MSA (whichever is later) (the “Effective 

Date”).  Buyer may amend this Addendum from time to time due to changes in Applicable Data 
Protection Laws or as otherwise determined by Buyer using commercially reasonable discretion.  Any 

amendment will only become effective upon notification to Supplier (by email or by posting on Buyer’s 

website) and, if Supplier does not agree to any such amendment, Supplier shall notify 

privacy@newfold.com.   

STANDARD TERMS FOR PROCESSING ADDENDUM 

1. Definitions 

“Affiliate” means an entity that directly or indirectly controls, is controlled by, or is under common control 
with the Buyer. For purposes of this definition, “control” means ownership of more than fifty percent 

(50%) of the voting stock or equivalent ownership interest in an entity. 

“Applicable Data Protection Laws” means all data security or privacy laws and regulations applicable, 

which may be amended, superseded or replaced, under this Addendum, including:  

i. Brazil's General Data Protection Law (LGPD)   
ii. California Consumer Privacy Act (CCPA) Cal. Civ. Code 1798.100 et seq., implementing 

regulations  
iii. Canada’s Federal Personal Information Protection and Electronic Documents Act (PIPEDA)   
iv. European Union's General Data Protection Regulation (GDPR), any national data protection 

laws made under or pursuant to the GDPR and EU e-Privacy Directive (Directive 
2002/58/EC)   

v. Swiss Federal Data Protection Act of 19 June 1992 and its Ordinance   
vi. UK General Data Protection Regulation (UK GDPR) and Data Protection Act 2018 

“Personal Data” means any information relating to an identified or identifiable person or household as 
defined under Applicable Data Protection Laws provided by Data Controller to Data Processor for 

Processing on behalf of Data Controller pursuant to the MSA. 
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“Consumer” has the meaning given in the CCPA. 

“Data Subject” means individual identified or identifiable by the Personal Data.  

“Standard Contractual Clauses” or “SCCs” means the data protection clauses: i) for the transfer of 
Personal Data from Data Exporter to Data Importer in Third Countries without adequate level of data 

protection, as described in GDPR, Article 46; ii) approved by the European Commission Decision of 4 

June 2021; and iii) attached to, and incorporated into, this Addendum as Schedule 1.  

"UK Standard Contractual Clauses” means the standard data protection clauses: i) for the transfer of 

Personal Data from Data Exporter to Data Importer in Third Countries without adequate level of data 
protection, as described in Article 46 of the UK GDPR; and ii) approved by the European Commission 

decision 2010/87/EU.  

“Process,” “Processed,” or “Processing” have the meaning given in the GDPR. 

“Sell,” “Selling,” “Sale,” or “Sold” have the meaning given in the CCPA.  

“Services” means services as identified in the MSA. 

“Third Countries” means all countries outside of the scope of the data protection laws of the European 

Economic Area excluding countries approved as providing adequate protection for Personal Data by the 

European Commission from time to time. 

2.0 Conditions of Processing 

2.1 This Addendum governs the terms under which Data Processor is required to Process Personal Data 

on behalf of Data Controller.  

2.2 The Personal Data is processed solely for the purpose of providing the goods and Services described 

in the MSA for the duration thereof. The nature of the Processing consists of collecting, analyzing, and 

utilizing the data to perform the services set forth in the MSA. Personal Data that may be Processed under 

this MSA may belong to the following Data Subjects without limitation: (i) Buyer’s customers, business 
partners and vendors; (ii) employees of Buyer’s customers, business partners and vendors; and (iii) 

Buyer’s employees, agents, advisors and freelancers. 

2.3 In the event of any conflict or discrepancy between the terms of the MSA and this Addendum, the 

terms of this Addendum shall prevail, to the extent of the conflict. In the event of any conflict or 
discrepancy between this Addendum and any applicable UK Standard Contractual Clauses or Standard 

Contractual Clauses, Schedule 1, the terms of the clauses shall prevail to the extent of the conflict.  

2.4 The Personal Data Processed may include, but is not limited to: (i) identification and contact 

information (such as name, address, title and contact details) of Buyer’s customers, business partners and 

vendors; (ii) identification and contact information of employees of Buyer’s customers, business partners 
and vendors; (iii) identification and contact information of Buyer’s employees, agents, advisors, 

freelancers; and/or (iv) IT information such as IP addresses and cookies data of the Data Subjects listed in 

this clause. 



2.5 The special categories of Personal Data Processed may include, but are not limited to: data revealing 
racial or ethnic origin, political opinions, religious or philosophical beliefs, health data, and/or sexual 

orientation. 

3. Supplier/Data Processor’s Obligations 

3.1   Data Processor shall only Process Personal Data on behalf of Data Controller and in accordance 

with, and for the purposes set out in, the documented instructions received from Data Controller from 

time to time.  If Data Processor cannot provide such compliance for whatever reason (including if the 
instruction violates Applicable Data Protection Laws), it agrees to inform Data Controller of its inability 

to comply as soon as reasonably practicable at the email address provided by Data Controller to Data 

Processor unless such law prohibits such information on important grounds of public interest.  

3.2   Data Processor shall ensure that its personnel who are authorized to Process or Sell the Personal Data 
have committed themselves to confidentiality or are under an appropriate statutory obligation of 

confidentiality. 

3.3   Data Processor shall implement appropriate technical and organizational security measures, 

including, as appropriate those measures stipulated in Article 28 and, by extension, Article 32 of the 

GDPR. 

3.4   Data Processor shall notify Data Controller promptly upon receipt by Data Processor of a request 
from a Data Subject seeking to exercise any of their rights under Applicable Data Protection 

Laws.  Taking into account the nature of the processing, Data Processor shall, at Data Controller’s 

expense, assist Data Controller by appropriate technical and organizational measures, for the fulfillment 
of Data Controller’s obligation to respond to requests by Data Subjects to exercise their rights under 

Applicable Data Protection Laws (including the right to transparency and information, the Data Subject 

access right, the right to rectification and erasure, the right to the restriction of processing, the right to 

data portability and the right to object to processing) and any other Applicable Data Protection 
Laws.  Data Processor shall carry out a request from Data Controller to amend or correct any of the 

Personal Data to the extent necessary to allow Data Controller to comply with its responsibilities under 

Applicable Data Protection Laws. Further, Data Processor shall carry out a request from Data Controller 
to block, transfer or delete any of the Personal Data to the extent necessary to allow Data Controller to 

comply with its responsibilities as a Data Controller. 

3.5   Taking into account the nature of the Processing under the MSA and the information available to 

Data Processor, Data Processor shall, insofar as possible assist Data Controller in carrying out its 

obligations under Applicable Data Protection Laws, including Articles 32 to 36 of the GDPR, with 
respect to security, breach notifications, impact assessments and consultations with supervisory 

authorities or regulators.  Data Processor shall promptly notify Data Controller at 

security@endurance.com about any breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorized disclosure of, or access to, Buyers Data or any accidental or unauthorized 

access or any other event affecting the integrity, availability or confidentiality of Buyers Data, as required 

by Applicable Data Protection Laws. 

3.6   Upon termination of the Processing of Personal Data by Data Processor and at the choice and 
expense of Data Controller, Data Processor shall either (i) delete all Personal Data; or (ii) return all 

Personal Data to the Data Controller and delete existing copies unless otherwise permitted or required by 

Applicable Data Protection Laws. To the extent any Personal Data is “deidentified” or in the “aggregate” 

as those terms are defined under Applicable Data Protection Laws, Data Processor may Supplier/Data 



Processor such information for any commercial purpose in accordance with Applicable Data Protection 
Laws, including but not limited to developing analytics, and may retain, Supplier/Data Processor and 

disclose such information for such purpose, without restriction.  

3.7   Data Controller may collect voluntary disclosures from the Data Processor or request the Data 

Processor to provide an expert opinion that proves compliance with their obligations under this 

Addendum or Applicable Data Protection Laws.  Supplier shall immediately inform Buyer by emailing 
security@endurance.com if, in its opinion, an instruction of Data Controller infringes any Applicable 

Data Protection Laws. Supplier shall take all steps reasonably requested by Data Controller to ensure that 

the Personal Data is processed in compliance with Data Protection Laws and Regulations, including (i) 
any guidance on the interpretation of its provisions once it takes effect; or (ii) if changes to the 

membership status of a country in the European Union or the European Economic Area require 

modification to this Addendum, Supplier will negotiate such modifications in good faith. If Data 
Controller has a good faith and reasonable belief that the voluntary disclosures or the expert opinion are 

not reasonably sufficient to prove Data Processor’s compliance with Applicable Data Protection Laws, 

Data Processor shall, subject to reasonable advance notice, permit the Data Controller or a third-party 

authorized by the Data Controller and which is not a competitor of Data Processor to carry out the audits 
and inspections of the processing of Personal Data by the Data Processor during normal Data Processor 

business hours.  Data Processor may require a third-party auditor to enter into a confidentiality agreement 

before permitting it to carry out an audit or inspection. The auditing party shall bear its own costs in 
relation to such audit. The obligations set forth in this Section 3.7 shall only apply to Data Processor to 

the extent required by Applicable Data Protection Laws. 

3.8   Data Controller acknowledges and agrees that Data Processor may, or may appoint an Affiliate or 

third-party subprocessor to, Process the Data Controller’s Personal Data in a Third Country, provided that 

it ensures that such Processing takes place in accordance with the requirements of Applicable Data 
Protection Laws.  Data Controller hereby consents to Data Processor’s access to Personal Data from the 

United States or a Third Country to the extent necessary for Data Processor to provide the Services. 

3.9   The Data Controller acknowledges and agrees that the Data Processor may process the Personal Data 

in the United States or Third Country in accordance with the Data Importer’s obligations set out in the 

Applicable Data Protection Laws, the MSA and this Addendum.  

3.10 Data Controller acknowledges and agrees that Data Processor relies solely on Data Controller for 

direction as to the extent to which Data Processor is entitled to access, use, Process and Sell Personal 

Data.  Consequently, Data Processor is not liable for any claim brought by Data Controller or a Data 

Subject arising from any action or omission by Data Processor to the extent that such action or omission 

resulted from Data Controller’s instructions. 

4. Regional Specific Provisions  

4.1 The Parties acknowledge and agree that some information provided to Data Processor in connection 

with the MSA may constitute “Personal Information” as defined under the CCPA.  Terms defined and 

used under the CCPA and used in the applicable provisions of this Addendum shall be replaced as 
follows: "Personal Data" shall mean "Personal Information"; "Data Controller" shall mean "Business"; 

"Data Processor" shall mean "Service Provider"; and "Data Subject" shall mean "Consumer". Data 

Processor will process Personal Data in accordance with the CCPA where applicable, and solely for the 

purpose of providing the Services as specified in the MSA to Data Controller.  Data Processor will not 
otherwise (i) process Personal Data for purposes other than those set forth in the MSA or as instructed by 

Data Controller’s documented written instruction, to the extent feasible or required by CCPA; (ii) disclose 



Personal Data to third parties other than Data Processor’s Affiliates, for the aforementioned purposes or 
as required by law; (iii) sell Personal Data; or (iv) retain, use, or disclose Personal Data outside of the 

direct business relationship between Data Processor and Data Controller. Data Processor certifies that it 

understands these restrictions and will comply with them. If Data Processor must process Personal Data 

as otherwise required by applicable law, Data Processor shall inform Data Controller of that legal 
requirement before processing Personal Data, unless that law prohibits such disclosure on important 

grounds of public interest.  

4.2 For Customer’s Personal Data transferred outside of the United Kingdom for Processing, the UK 

Standard Contractual Clauses will apply to Personal Data transferred to any country not recognized by the 
United Kingdom regulatory authority as providing an adequate level of protection for Personal Data. Data 

Processor shall include the UK Standard Contractual Clauses, for and on behalf of Data Controller, with 

any relevant subcontractor agreement for services, including Affiliates.  

4.3 For Customer’s Personal Data transferred outside of the European Economic Area to a Third Country 

not recognized as by European Data Protection Authority as providing adequate level of protection for 
Personal Data, the Standard Contractual Clauses in Appendix 1 attached hereto as Schedule 1 shall apply.   

Data Processor shall include the Standard Contractual Clauses, for and on behalf of Data Controller, with 

any relevant subprocessor agreement for services, including Affiliates.  

5. Data Controller’s Obligations 

5.1   Data Controller warrants that it has complied and continues to comply with the Applicable Data 
Protection Laws, in particular that it has obtained any necessary consents or given any necessary notices, 

and otherwise has a legitimate ground to disclose the Personal Data to Data Processor and enable the 

Processing of the Personal Data by the Data Processor as set out in this Addendum and as envisaged by 

the MSA. 

5.2   Data Controller agrees that it will indemnify and hold harmless Data Processor on demand from and 
against all claims, liabilities, costs, expenses, loss or damage (including consequential losses, loss of 

profit and loss of reputation and all interest, penalties and legal and other professional costs and expenses) 

incurred by Data Processor arising directly or indirectly from a breach of this Section 5 or any Applicable 

Data Protection Laws. 

6. Sub-Contracting 

Data Controller consents to Data Processor engaging third-party subprocessors to process the Personal 

Data for the Permitted Purpose.  Data Processor ensures that it has a written agreement in place with all 

subprocessors which contains obligations on the subprocessors which are no less onerous on the relevant 

Subcontractor than the obligations on Data Processor under this Addendum.  

7. Termination 

Termination of this Addendum shall be governed by the MSA. 

8. Law and Jurisdiction 

This Addendum and any dispute or claim (including non-contractual disputes or claims) arising out of or 
in connection with it or its subject matter or formation shall be governed by and construed in all respects 



in accordance with the laws of the State of Florida and each of Data Controller and Data Processor hereby 

submits to the jurisdiction of the federal or state courts located in the County of Duval, Florida. 

 

Schedule 1 

STANDARD CONTRACTUAL CLAUSES 

Module, 2, Controller to Processor 

SECTION I 

Clause 1. Purpose and scope 

a) The purpose of these standard contractual clauses is to ensure compliance with the requirements 

of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 

the protection of natural persons with regard to the Processing of Personal Data and on the free 

movement of such data (General Data Protection Regulation) for the transfer of data to a third 

country. 

 

b) The Parties: 
 

i. the natural or legal person(s), public authority/ies, agency/ies or other body/ies 

(hereinafter ‘entity/ies’) transferring the Personal Data, as listed in Annex I.A (hereinafter 

each ‘Data Exporter’), and  

ii. the entity/ies in a third country receiving the Personal Data from the data exporter, 

directly or indirectly via another entity also Party to these Clauses, as listed in Annex I.A 

(hereinafter each ‘Data Importer’) have agreed to these standard contractual clauses 

(hereinafter: ‘Clauses’). 
 

c) These Clauses apply with respect to the transfer of Personal Data as specified in Annex I.B. 
 

d) The Appendix to these Clauses containing the Annexes referred to therein forms an integral part 

of these Clauses. 

Clause 2. Effect and invariability of the Clauses 

a) These Clauses set out appropriate safeguards, including enforceable Data Subject rights and 

effective legal remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 

2016/679 and, with respect to data transfers from controllers to processors and/or processors to 

processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU) 2016/679, 

provided they are not modified, except to select the appropriate Module(s) or to add or update 

information in the Appendix. This does not prevent the parties from including the standard 

contractual clauses laid down in these Clauses in a wider contract and/or to add other clauses or 

additional safeguards, provided that they do not contradict, directly or indirectly, these Clauses or 

prejudice the fundamental rights or freedoms of Data Subjects. 

 

b) These Clauses are without prejudice to obligations to which the Data Exporter is subject by virtue 

of Regulation (EU) 2016/679. 



Clause 3. Third-party beneficiaries 

a) Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the Data 

Exporter and/or Data Importer, with the following exceptions: 
 

i. Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; 
ii. Clause 8.1(b), 8.9(a), (c), (d) and (e);  
iii. Clause 9(a), (c), (d) and (e);  
iv. Clause 12(a), (d) and (f); 
v. Clause 13; 

vi. Clause 15.1(c), (d) and (e); 
vii. Clause 16(e); 

viii. Clause 18(a) and (b). 
 

b) Paragraph (a) is without prejudice to rights of Data Subjects under Regulation (EU) 2016/679. 

Clause 4. Interpretation 

a) Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall 

have the same meaning as in that Regulation.  
b) These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 

2016/679.  
c) These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided 

for in Regulation (EU) 2016/679. 

Clause 5. Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related agreements between 

the Parties, existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall 

prevail. 

Clause 6. Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of Personal Data that are transferred and the 

purpose(s) for which they are transferred, are specified in Annex I.B. 

Clause 7. Not Applicable 

 

SECTION II – OBLIGATIONS OF THE PARTIES 

Clause 8. Data protection safeguards 

The Data Exporter warrants that it has used reasonable efforts to determine that the Data Importer is able, 

through the implementation of appropriate technical and organisational measures, to satisfy its obligations 

under these Clauses. 

8.1   Instructions 



a) The Data Importer shall process the Personal Data only on documented instructions from the Data 

Exporter. The Data Exporter may give such instructions throughout the duration of the contract.  

 

b) The Data Importer shall immediately inform the Data Exporter if it is unable to follow those 

instructions. 

8.2   Purpose limitation 

The Data Importer shall process the Personal Data only for the specific purpose(s) of the transfer, as set out 

in Annex I.B, unless on further instructions from the Data Exporter. 

8.3   Transparency 

On request, the Data Exporter shall make a copy of these Clauses, including the Appendix as completed by 

the Parties, available to the Data Subject free of charge. To the extent necessary to protect business secrets 

or other confidential information, including the measures described in the Annex II and Personal Data, the 

Data Exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall 

provide a meaningful summary where the Data Subject would otherwise not be able to understand its 

content or exercise his/her rights. On request, the Parties shall provide the Data Subject with the reasons 

for the redactions, to the extent possible without revealing the redacted information. This Clause is without 

prejudice to the obligations of the Data Exporter under Articles 13 and 14 of Regulation (EU) 2016/679. 

8.4   Accuracy 

If the Data Importer becomes aware that the Personal Data it has received is inaccurate, or has become 

outdated, it shall inform the Data Exporter without undue delay. In this case, the Data Importer shall 

cooperate with the Data Exporter to erase or rectify the data. 

8.5   Duration of Processing and erasure or return of data 

Processing by the Data Importer shall only take place for the duration specified in Annex I.B. After the end 

of the provision of the Processing Services, the Data Importer shall, at the choice of the Data Exporter, 

delete all Personal Data processed on behalf of the Data Exporter and certify to the Data Exporter that it 

has done so, or return to the Data Exporter all Personal Data processed on its behalf and delete existing 

copies. Until the data is deleted or returned, the Data Importer shall continue to ensure compliance with 

these Clauses. In case of local laws applicable to the Data Importer that prohibit return or deletion of the 

Personal Data, the Data Importer warrants that it will continue to ensure compliance with these Clauses and 

will only process it to the extent and for as long as required under that local law. This is without prejudice 

to Clause 14, in particular the requirement for the Data Importer under Clause 14(e) to notify the Data 

Exporter throughout the duration of the contract if it has reason to believe that it is or has become subject 

to laws or practices not in line with the requirements under Clause 14(a). 

8.6   Security of Processing 



a) The Data Importer and, during transmission, also the Data Exporter shall implement appropriate 

technical and organizational measures to ensure the security of the data, including protection 

against a breach of security leading to accidental or unlawful destruction, loss, alteration, 

unauthorized disclosure or access to that data (hereinafter ‘Personal Data breach’). In assessing 

the appropriate level of security, the Parties shall take due account of the state of the art, the costs 

of implementation, the nature, scope, context and purpose(s) of Processing and the risks involved 

in the Processing for the Data Subjects. The Parties shall in particular consider having recourse to 

encryption or pseudonymisation, including during transmission, where the purpose of Processing 

can be fulfilled in that manner. In case of pseudonymisation, the additional information for 

attributing the Personal Data to a specific Data Subject shall, where possible, remain under the 

exclusive control of the Data Exporter. In complying with its obligations under this paragraph, the 

Data Importer shall at least implement the technical and organizational measures specified in 

Annex II. The Data Importer shall carry out regular checks to ensure that these measures continue 

to provide an appropriate level of security.  

 

b) The Data Importer shall grant access to the Personal Data to members of its personnel only to the 

extent strictly necessary for the implementation, management and monitoring of the contract. It 

shall ensure that persons authorized to process the Personal Data have committed themselves to 

confidentiality or are under an appropriate statutory obligation of confidentiality.  

 

c) In the event of a Personal Data breach concerning Personal Data processed by the Data Importer 

under these Clauses, the Data Importer shall take appropriate measures to address the breach, 

including measures to mitigate its adverse effects. The Data Importer shall also notify the Data 

Exporter without undue delay after having become aware of the breach. Such notification shall 

contain the details of a contact point where more information can be obtained, a description of the 

nature of the breach (including, where possible, categories and approximate number of Data 

Subjects and Personal Data records concerned), its likely consequences and the measures taken or 

proposed to address the breach including, where appropriate, measures to mitigate its possible 

adverse effects. Where, and in so far as, it is not possible to provide all information at the same 

time, the initial notification shall contain the information then available and further information 

shall, as it becomes available, subsequently be provided without undue delay.  

 

d) The Data Importer shall cooperate with and assist the Data Exporter to enable the Data Exporter to 

comply with its obligations under Regulation (EU) 2016/679, in particular to notify the competent 

supervisory authority and the affected Data Subjects, taking into account the nature of Processing 

and the information available to the Data Importer. 

8.7   Sensitive data 

Where the transfer involves Personal Data revealing racial or ethnic origin, political opinions, religious or 

philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely 

identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data 



relating to criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the 

specific restrictions and/or additional safeguards described in Annex I.B. 

8.8   Onward transfers 

The Data Importer shall only disclose the Personal Data to a third-party on documented instructions from 

the Data Exporter. In addition, the data may only be disclosed to a third-party located outside the European 

Union (in the same country as the Data Importer or in another third country, hereinafter ‘onward transfer’) 

if the third-party is or agrees to be bound by these Clauses, under the appropriate Module, or if: 

i. the onward transfer is to a country benefitting from an adequacy decision pursuant to Article 45 

of Regulation (EU) 2016/679 that covers the onward transfer;  

ii. the third-party otherwise ensures appropriate safeguards pursuant to Articles 46 or 47 

Regulation of (EU) 2016/679 with respect to the Processing in question;  

iii. the onward transfer is necessary for the establishment, exercise or defense of legal claims in 

the context of specific administrative, regulatory or judicial proceedings; or  

iv. the onward transfer is necessary in order to protect the vital interests of the Data Subject or of 

another natural person 

Any onward transfer is subject to compliance by the Data Importer with all the other safeguards under these 

Clauses, in particular purpose limitation. 

8.9   Documentation and compliance 

a) The Data Importer shall promptly and adequately deal with enquiries from the Data Exporter that 

relate to the Processing under these Clauses. 

 

b) The Parties shall be able to demonstrate compliance with these Clauses. In particular, the Data 

Importer shall keep appropriate documentation on the Processing activities carried out on behalf 

of the Data Exporter. 

 

c) The Data Importer shall make available to the Data Exporter all information necessary to 

demonstrate compliance with the obligations set out in these Clauses and at the Data Exporter’s 

request, allow for and contribute to audits of the Processing activities covered by these Clauses, at 

reasonable intervals or if there are indications of non-compliance. In deciding on a review or 

audit, the Data Exporter may take into account relevant certifications held by the Data Importer. 

 

d) The Data Exporter may choose to conduct the audit by itself or mandate an independent auditor. 

Audits may include inspections at the premises or physical facilities of the Data Importer and 

shall, where appropriate, be carried out with reasonable notice. 

 

e) The Parties shall make the information referred to in paragraphs (b) and (c), including the results 

of any audits, available to the competent supervisory authority on request. 



Clause 9. Use of sub-processors 

a) GENERAL WRITTEN AUTHORIZATION The Data Importer has the Data Exporter’s 

general authorization for the engagement of sub-processor(s) from an agreed list. The Data 

Importer shall specifically inform the Data Exporter in writing of any intended changes to that list 

through the addition or replacement of sub-processors at least 30 DAYS in advance, thereby 

giving the Data Exporter sufficient time to be able to object to such changes prior to the 

engagement of the sub-processor(s). The Data Importer shall provide the Data Exporter with the 

information necessary to enable the Data Exporter to exercise its right to object. 

 

b) Where the Data Importer engages a sub-processor to carry out specific Processing activities (on 

behalf of the Data Exporter), it shall do so by way of a written contract that provides for, in 

substance, the same data protection obligations as those binding the Data Importer under these 

Clauses, including in terms of third-party beneficiary rights for Data Subjects. The Parties agree 

that, by complying with this Clause, the Data Importer fulfils its obligations under Clause 8.8. 

The Data Importer shall ensure that the sub-processor complies with the obligations to which the 

Data Importer is subject pursuant to these Clauses. 

 

c) The Data Importer shall provide, at the Data Exporter’s request, a copy of such a sub-processor 

agreement and any subsequent amendments to the Data Exporter. To the extent necessary to 

protect business secrets or other confidential information, including Personal Data, the Data 

Importer may redact the text of the agreement prior to sharing a copy. 

 

d) The Data Importer shall remain fully responsible to the Data Exporter for the performance of the 

sub-processor’s obligations under its contract with the Data Importer. The Data Importer shall 

notify the Data Exporter of any failure by the sub-processor to fulfil its obligations under that 

contract. 

 

e) The Data Importer shall agree a third-party beneficiary clause with the sub-processor whereby – 

in the event the Data Importer has factually disappeared, ceased to exist in law or has become 

insolvent – the Data Exporter shall have the right to terminate the sub-processor contract and to 

instruct the sub-processor to erase or return the Personal Data. 

Clause 10. Data subject rights 

The Data Importer shall assist the Data Exporter in fulfilling its obligations to respond to Data Subjects’ 

requests for the exercise of their rights under Regulation (EU) 2016/679. In this regard, the Parties shall set 

out in Annex II the appropriate technical and organizational measures, taking into account the nature of the 

Processing, by which the assistance shall be provided, as well as the scope and the extent of the assistance 

required and as instructed by the Data Exporter. 

Clause 11. Redress 



a) The Data Importer shall inform Data Subjects in a transparent and easily accessible format, 

through individual notice or on its website, of a contact point authorized to handle complaints. It 

shall deal promptly with any complaints it receives from a Data Subject. 

 

b) In case of a dispute between a Data Subject and one of the Parties as regards compliance with 

these Clauses, that Party shall use its best efforts to resolve the issue amicably in a timely fashion. 

The Parties shall keep each other informed about such disputes and, where appropriate, cooperate 

in resolving them. 
 

c) Where the Data Subject invokes a third-party beneficiary right pursuant to Clause 3, the Data 

Importer shall accept the decision of the Data Subject to: 

 

i. lodge a complaint with the supervisory authority in the Member State of his/her habitual 

residence or place of work, or the competent supervisory authority pursuant to Clause 13; 
ii. refer the dispute to the competent courts within the meaning of Clause 18. 

 

d) The Parties accept that the Data Subject may be represented by a not-for-profit body, organisation 

or association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679. 
 

e) The Data Importer shall abide by a decision that is binding under the applicable EU or Member 

State law. 
 

f) The Data Importer agrees that the choice made by the Data Subject will not prejudice his/her 

substantive and procedural rights to seek remedies in accordance with applicable laws. 

Clause 12. Liability 

a) Each Party shall be liable to the other Party for any damages it causes the other Party by any 

breach of these Clauses. 

 

b) The Data Importer shall be liable to the Data Subject, and the Data Subject shall be entitled to 

receive compensation, for any material or non-material damages the Data Importer or its sub-

processor causes the Data Subject by breaching the third-party beneficiary rights under these 

Clauses. 

 

c) Notwithstanding paragraph (b), the Data Exporter shall be liable to the Data Subject, and the Data 

Subject shall be entitled to receive compensation, for any material or non-material damages the 

Data Exporter or the Data Importer (or its sub-processor) causes the Data Subject by breaching 

the third-party beneficiary rights under these Clauses. This is without prejudice to the liability of 

the Data Exporter and, where the Data Exporter is a processor acting on behalf of a controller, to 

the liability of the controller under Regulation (EU) 2016/679 or Regulation (EU) 2018/1725, as 

applicable. 

 



d) The Parties agree that if the Data Exporter is held liable under paragraph (c) for damages caused 

by the Data Importer (or its sub-processor), it shall be entitled to claim back from the Data 

Importer that part of the compensation corresponding to the Data Importer’s responsibility for the 

damage. 

 

e) Where more than one Party is responsible for any damage caused to the Data Subject as a result 

of a breach of these Clauses, all responsible Parties shall be jointly and severally liable and the 

Data Subject is entitled to bring an action in court against any of these Parties. 

 

f) The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim 

back from the other Party that part of the compensation corresponding to its/their responsibility 

for the damage. 

 

g) The Data Importer may not invoke the conduct of a sub-processor to avoid its own liability. 

Clause 13. Supervision 

a) The supervisory authority of one of the Member States in which the Data Subjects whose 

Personal Data is transferred under these Clauses in relation to the offering of goods or services to 

them, or whose behavior is monitored, are located, as indicated in Annex I.C, shall act as 
competent supervisory authority.  
 

b) The Data Importer agrees to submit itself to the jurisdiction of and cooperate with the competent 

supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In 

particular, the Data Importer agrees to respond to enquiries, submit to audits and comply with the 

measures adopted by the supervisory authority, including remedial and compensatory measures. 

It shall provide the supervisory authority with written confirmation that the necessary actions 

have been taken. 

 

SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC 

AUTHORITIES 

Clause 14. Local laws and practices affecting compliance with the Clauses 

a)  The Parties warrant that they have no reason to believe that the laws and practices in the third 

country of destination applicable to the Processing of the Personal Data by the Data Importer, 

including any requirements to disclose Personal Data or measures authorising access by public 

authorities, prevent the Data Importer from fulfilling its obligations under these Clauses. This is 

based on the understanding that laws and practices that respect the essence of the fundamental 

rights and freedoms and do not exceed what is necessary and proportionate in a democratic 

society to safeguard one of the objectives listed in Article 23(1) of Regulation (EU) 2016/679, are 

not in contradiction with these Clauses. 
 

b) The Parties declare that in providing the warranty in paragraph (a), they have taken due account 

in particular of the following elements: 
 



i. (the specific circumstances of the transfer, including the length of the Processing 

chain, the number of actors involved and the transmission channels used; intended 

onward transfers; the type of recipient; the purpose of Processing; the categories 

and format of the transferred Personal Data; the economic sector in which the 

transfer occurs; the storage location of the data transferred;  

ii. the laws and practices of the third country of destination– including those requiring 

the disclosure of data to public authorities or authorizing access by such authorities 

– relevant in light of the specific circumstances of the transfer, and the applicable 

limitations and safeguards;  

iii. any relevant contractual, technical or organizational safeguards put in place to 

supplement the safeguards under these Clauses, including measures applied during 

transmission and to the Processing of the Personal Data in the country of 

destination. 

 

c) The Data Importer warrants that, in carrying out the assessment under paragraph (b), it has made 

its best efforts to provide the Data Exporter with relevant information and agrees that it will 

continue to cooperate with the Data Exporter in ensuring compliance with these Clauses. 
 

d) The Parties agree to document the assessment under paragraph (b) and make it available to the 

competent supervisory authority on request. 
 

e) The Data Importer agrees to notify the Data Exporter promptly if, after having agreed to these 

Clauses and for the duration of the contract, it has reason to believe that it is or has become 

subject to laws or practices not in line with the requirements under paragraph (a), including 

following a change in the laws of the third country or a measure (such as a disclosure request) 

indicating an application of such laws in practice that is not in line with the requirements in 

paragraph (a).  

 

f) Following a notification pursuant to paragraph (e), or if the Data Exporter otherwise has reason to 

believe that the Data Importer can no longer fulfil its obligations under these Clauses, the Data 

Exporter shall promptly identify appropriate measures (e.g. technical or organisational measures 

to ensure security and confidentiality) to be adopted by the Data Exporter and/or Data Importer to 

address the situation. The Data Exporter shall suspend the data transfer if it considers that no 

appropriate safeguards for such transfer can be ensured, or if instructed by the competent 

supervisory authority to do so. In this case, the Data Exporter shall be entitled to terminate the 

contract, insofar as it concerns the Processing of Personal Data under these Clauses. If the 

contract involves more than two parties, the Data Exporter may exercise this right to termination 

only with respect to the relevant party, unless the parties have agreed otherwise. Where the 

contract is terminated pursuant to this Clause, Clause 16(d) and (e) shall apply. 

Clause 15. Obligations of the Data Importer in case of access by public authorities 

15.1    Notification 

a) The Data Importer agrees to notify the Data Exporter and, where possible, the Data Subject 

promptly (if necessary with the help of the Data Exporter) if it: 



i. receives a legally binding request from a public authority, including judicial 

authorities, under the laws of the country of destination for the disclosure of 

Personal Data transferred pursuant to these Clauses; such notification shall 

include information about the Personal Data requested, the requesting authority, 

the legal basis for the request and the response provided; or 
ii. becomes aware of any direct access by public authorities to Personal Data 

transferred pursuant to these Clauses in accordance with the laws of the country 

of destination; such notification shall include all information available to the 

importer. 

 

b) If the Data Importer is prohibited from notifying the Data Exporter and/or the Data Subject 

under the laws of the country of destination, the Data Importer agrees to use its best efforts to 

obtain a waiver of the prohibition, with a view to communicating as much information as 

possible, as soon as possible. The Data Importer agrees to document its best efforts in order 

to be able to demonstrate them on request of the Data Exporter.  
 

c) Where permissible under the laws of the country of destination, the Data Importer agrees to 

provide the Data Exporter, at regular intervals for the duration of the contract, with as much 

relevant information as possible on the requests received (in particular, number of requests, 

type of data requested, requesting authority, whether requests have been challenged and the 

outcome of such challenges, etc.).   
 

d) The Data Importer agrees to preserve the information pursuant to paragraphs (a) to (c) for the 

duration of the contract and make it available to the competent supervisory authority on 

request.  
 

e) Paragraphs (a) to (c) are without prejudice to the obligation of the Data Importer pursuant to 

Clause 14(e) and Clause 16 to inform the Data Exporter promptly where it is unable to 

comply with these Clauses. 

15.2    Review of legality and data minimisation 

a) The Data Importer agrees to review the legality of the request for disclosure, in particular 

whether it remains within the powers granted to the requesting public authority, and to 

challenge the request if, after careful assessment, it concludes that there are reasonable 

grounds to consider that the request is unlawful under the laws of the country of 

destination, applicable obligations under international law and principles of international 

comity. The Data Importer shall, under the same conditions, pursue possibilities of 

appeal. When challenging a request, the Data Importer shall seek interim measures with a 

view to suspending the effects of the request until the competent judicial authority has 

decided on its merits. It shall not disclose the Personal Data requested until required to do 

so under the applicable procedural rules. These requirements are without prejudice to the 

obligations of the Data Importer under Clause 14(e). 
 

b) The Data Importer agrees to document its legal assessment and any challenge to the 

request for disclosure and, to the extent permissible under the laws of the country of 

destination, make the documentation available to the Data Exporter. It shall also make it 



available to the competent supervisory authority on request.  
 

c) The Data Importer agrees to provide the minimum amount of information permissible 

when responding to a request for disclosure, based on a reasonable interpretation of the 

request. 

SECTION IV – FINAL PROVISIONS 

Clause 16. Non-compliance with the Clauses and termination 

a) The Data Importer shall promptly inform the Data Exporter if it is unable to comply with these 

Clauses, for whatever reason. 
 

b) In the event that the Data Importer is in breach of these Clauses or unable to comply with these 

Clauses, the Data Exporter shall suspend the transfer of Personal Data to the Data Importer until 

compliance is again ensured or the contract is terminated. This is without prejudice to Clause 

14(f). 

 

c) The Data Exporter shall be entitled to terminate the contract, insofar as it concerns the Processing 

of Personal Data under these Clauses, where: 
 

i. the Data Exporter has suspended the transfer of Personal Data to the Data 

Importer pursuant to paragraph (b) and compliance with these Clauses is not 

restored within a reasonable time and in any event within one month of 

suspension; 
ii. the Data Importer is in substantial or persistent breach of these Clauses; or 
iii. the Data Importer fails to comply with a binding decision of a competent court or 

supervisory authority regarding its obligations under these Clauses. 
 

d) In these cases, it shall inform the competent supervisory authority of such non-compliance. 

Where the contract involves more than two parties, the Data Exporter may exercise this right to 

termination only with respect to the relevant party, unless the Parties have agreed otherwise. 
 

e) Personal Data that has been transferred prior to the termination of the contract pursuant to 

paragraph (c) shall at the choice of the Data Exporter immediately be returned to the Data 

Exporter or deleted in its entirety. The same shall apply to any copies of the data. The Data 

Importer shall certify the deletion of the data to the Data Exporter. Until the data is deleted or 

returned, the Data Importer shall continue to ensure compliance with these Clauses. In case of 

local laws applicable to the Data Importer that prohibit the return or deletion of the transferred 

Personal Data, the Data Importer warrants that it will continue to ensure compliance with these 

Clauses and will only process the data to the extent and for as long as required under that local 

law. 
 

f) Either party may revoke its agreement to be bound by these Clauses where (i) the European 

Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers 

the transfer of Personal Data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 

becomes part of the legal framework of the country to which the Personal Data is transferred. 



This is without prejudice to other obligations applying to the Processing in question under 

Regulation (EU) 2016/679. 

Clause 17. Governing Law of These Clauses 

These Clauses shall be governed by the law of one of the EU Member States, provided such law allows for 

third-party beneficiary rights. These Clauses shall be governed by the law of the Netherlands. 

Clause 18. Choice of forum and jurisdiction 

a) Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State. 

 

b) The Parties agree that those shall be the courts of the Netherlands.  
 

c) A Data Subject may also bring legal proceedings against the Data Exporter and/or Data Importer 

before the courts of the Member State in which he/she has his/her habitual residence. 
 

d) The Parties agree to submit themselves to the jurisdiction of such courts. 

 

ANNEX I 

A.   LIST OF PARTIES 

 

Data exporter(s):  

Name: Newfold Digital, Inc. and/or Affiliate 

Address: 5335 Gate Pkwy, Jacksonville, FL 32256, U.S.A. 

Contact: privacy@newfold.com 

 

Activities relevant to the data transferred under these Clauses is identified in the MSA and other relevant 

agreements applicable to the Services provided to the Data Exporter by the Data Importer.  

Role: Data Controller 

 

Data importer(s):  

 

See MSA between Data Importer and Data Exporter.  

 

The Parties agree that execution of the Agreement by the Data Importer and the Data Exporter shall 

constitute execution of these Clauses by both Parties on the Effective Date of the Agreement.  

Role: Data Processor   

 

B.   DESCRIPTION OF TRANSFER 

 

Data Controller’s data and Data Controller’s Personal Data is transferred. Categories of Personal’s Data 

transferred include: 



i. The subject matter of the data processing covered by this Addendum is the Personal Data. The 
Personal Data is processed solely for the purpose of providing the goods and services described 

in the MSA for the duration thereof. The nature of the Processing consists of collecting, 

analyzing, and utilizing the data to perform the services set forth in the MSA. Personal data that 
may be Processed under this MSA may belong to the following Data Subjects without 

limitation: (i) Buyer’s customers, business partners and vendors; (ii) employees of Buyer’s 

customers, business partners and vendors; and (iii) Buyer’s employees, agents, advisors and 
freelancers. 

ii. The Personal Data Processed may include, but is not limited to: (i) identification and contact 

information (such as name, address, title and contact details) of Buyer’s customers, business 
partners and vendors; (ii) identification and contact information of employees of Buyer’s 

customers, business partners and vendors; (iii) identification and contact information of Buyer’s 

employees, agents, advisors, freelancers; and/or (iv) IT information such as IP addresses and 

cookies data of the Data Subjects listed in this clause. 

iii. The special categories of Personal Data Processed may include, but are not limited to: data 

revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, health 

data, and/or sexual orientation. 

iv. Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take 

into consideration the nature of the data and the risks involved, such as for instance strict 

purpose limitation, access restrictions (including access only for staff having followed 
specialized training), keeping a record of access to the data, restrictions for onward transfers or 

additional security measures. 

 

The frequency of the transfer is ongoing and according to the MSA.  The nature of the processing is to 
provide the Services requested by the Data Exporter.  

 

C.   COMPETENT SUPERVISORY AUTHORITY 

 

Buyer and Supplier may raise a complaint with the Dutch Supervisory Authority (Autoriteit 

Persoonsgegevens).   

Postal address 

Autoriteit Persoonsgegevens 

PO Box 93374 

2509 AJ DEN HAAG 

 

Telephone 

Telephone number: (+31) - (0)70 - 888 85 00 

Fax: (+31) - (0)70 - 888 85 01 

ANNEX II 

Technical and Organizational Measures to Ensure the Security of The Data 

For a description of processes for regularly testing, assessing and evaluating the effectiveness of technical 

and organizational measures in order to ensure the security of the processing see MSA.  
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